Accessing the Service Provider Portal in Mozilla Firefox (2017)

X é Firefox 52 has eliminated NPAPI plug-in support
| F".EfOX which runs Java applets. To continue to use the Java

program, follow the steps below:

I. Install & Configure Firefox Version ESR:

1) Download the correct Firefox Extended Support (ESR) release in your language and use the 32-bit version:

Language Windows macCs Linux Linux 64-bit
English (US) English {US) @ Downioad @' Downloa o 3 ‘@' Doy

2) Save the File:

You have chosen to open:
[57 Firefox Setup 52.0.1esr.exe
which is: Binary File (45.5 MB)|
from: https://download-installer.cdn.mozilla.net

Would you like to save this file?

[ saveFie | [ cancel |

3) Retrieve it from the Downloads folder and double-click to execute it:

Firefox Setup 52.0.1esr.exe
45.5 MB — mozilla,org —11:18 &AM

Show All Downloads

English (British) English (British)
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4) Click the Run button:

Do you want to run this file?

@ MName: ...s\SDDEP\Downloads\Firefox Setup 52.0.1 esr.exe
Fublisher: Mozilla Corporation
Type: Application
From: C\Users\SDDBP\Downloads\Firefox Setup 52.0....

[ an [ Gonesl |

Always ask before opening this file

potentially ham your computer. Only run software from publishers

@ While files from the Intemet can be useful, this file type can
you trust. What's the risk?

5) Click Next:

5 y____EhE
Welcome to the Mozilla Firefox
Setup Wizard

This wizard will guide you through the installation of Mozilla
Firefox.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

| onext> J[ conce

6) Click Next:

5 ) ek

Setup Type s
Choose setup options

Choose the type of setup you prefer, then dick Mext.

(@ Standard
Firefox will be installed with the most common options.

() Custom

‘fou may choose individual options to be installed. Recommended for experienced users.

<Back | next> N[ cancel
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7) Select or Deselect Firefox Default web browser, Click Install:

Ready to start installing Firefox

Firefox will be installed to the following location:

C:'\Program Files\Mozilla Firefox

[ Use Firefox as my default web browser

Click Install to continue.

<pack | sl [ concel

8) Click Finish:

jj = || [=] x

Completing the Mozilla Firefox
Setup Wizard

Mozilla Firefox has been installed on your computer.,

Click Finish to dose this wizard.

Launch Firefox now

< Back ‘ Cancel

9) Set the Firefox Pop-Up Blocker to Off.

10) Set the Firefox Java Plug-In to “Always Activate:” -
a. Click on the Firefox menu in the top right corner of the screen. | =
b. Choose Add-ons.
c. Click the Plugins tab.
d. Click on the Plugin “Java Platform ...”
e. Select "Always Activate"

- Java(TM) Platform SE 8 U121

i . Always Activate i
Next Generation Java Plug-in 11.1...  Moare
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https://support.mozilla.org/t5/Manage-preferences-and-add-ons/Pop-up-blocker-settings-exceptions-and-troubleshooting/ta-p/1414#w_pop-up-blocker-settings
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Il. Install & Configure latest Java Program:

1) Install the latest version of Java

Free Java Download

Download Java for your desktop computer nowl

Version 8 Update 121
Release date January 17, 2017

ree Java Download

2) Message displays, Do You Want To Continue?

Do you want to Continue?
The web site's certificate has been verified.

«

=’ Website: https:/spp.sdrc.org:443

=

Mote: The certificate is valid and has been used to verify the identity of this website,

More Information

Continue ][ Cancel

) Hide Options

a. Expand “Show Options”
b. Check “Always Trust”
c. Click Continue

3) Check “l accept” and click on Run button:

Do you want to run this application?

/' Publisher: Seagull Software Systems Inc.

L Location: htips:ffspp.sdrc.org

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal
run this application unless you are familiar with its source

The certificate used to identify this application has expired.

More Information

Select the box below, then click Run to start the application

information at risk. The information provided is unreliable or unknown so it is recommended not to

II Run ]I [ Cancel

4) Uninstall older versions of Java. You can use the Java Uninstall tool.
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https://java.com/en/download/
https://java.com/en/download/faq/remove_olderversions.xml
https://www.java.com/en/download/uninstalltool.jsp
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5) Configure the Java Program settings:

a. Type “Java” into the Search Programs box and click on Configure Java:

Programs (4)

|£| About Java
| £ Java

| £ Visit Java.com

p See more results

b. Click on the Security tab and add the SPP web address in Exception Site List:

4]

| General I Update | Java‘ Security ‘ Advancedl

Enable Java content in the browser

() Very High

High

Exception Site List

prompts,

Security level for applications not on the Exception Site list

Only Java applications identified by a certificate from a trusted autharity are allowed to run,
and only if the certificate can be verified as not revoked.

Java applications identified by a certificate from a trusted authority are allowed to run, evenif
the revocation status of the certificate cannot be verified.

Applications launched from the sites listed below will be allowed to run after the appropriate security

ttp:/f169.3.71. 146:8082/Jwalkvp fjwalk. html
ttp:ff 169, 3,71, 147:808 2/ walkvp fjwalk. himl

ttps: fspp.sdrc.org

-

Edit Site List...

[ Restore Security Prompts. ][ Manage Certificates. .. ]

c. Click on the Advanced tab and replicate the following settings:

(£]
| General [ update | Java [ security | Advanced
Debugging
[] Enable tracng
[] Enable logging
+--[7] show applet ifecyde exceptions
Java console
() Show console
(@ Do not start console
Default Java for browsers
Microsoft Internet Explorer
[] Mozilla family

Shorteut Creation
() Always allow

) Aways allow if hinted
() Prompt user
@ Prompt user if hinted
=0 Never allow
INLP File MIME Association
() Always allow

Application Installation
+@ Install if hinted
(©) Install if shorteut created
= Install if hinted and shortout
() Never instal
Execution Environment Security Settings

E“

General | Update [ Java | Security | Advanced

Execution Environment Security Settings
i [¥#] Allow user to grant permissions to signed content
[¥] show sandbox warning banner
i [¥] Allow user to accept NLP security requests
+--|¥] Don't prompt for dient certificate selection when no
] Warn if site certificate does not match hostname.
[¥] Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
i@ Enable - show warning if needed
Enable - hide warning and run with protections
7) Enable - hide warning and don't run untrusted code
() Disable verification (not recommended)
Perform signed code certificate revocation checks on
i Publisher's certificate only

Do not chedk (not recommended)
Chedk for signed code certificate revocation using
i) Certificate Revocation Lists (CRLs)
Orline Certificate Status Protocal (OCSP)
@ Both CRLs and OCSP
Perform TLS certificate revocation checks on
i) Server certificate only
@ Al certificates in the chain of trust
7) Do not check (not recommended)
Chedk for TLS certificate revocation using
Certificate Revocation Lists (CRLs)
“) Online Certificate Status Protocal (OCSP)

General | Update [ Java [ searity Advamrd|

'@ ANl certhcates in the cham of trust
7 Do not check (not recommended)
Check for signed code certificate revocation using
) Certificats Revocation Lists (CRLS)
7 Oniine Certificate Status Protocel (OCSP)
@ Both CRLs and OCSP
Perform TLS certificate revocation cheds on
™) Server certificate only
@ Al certificates in the chain of trust
) Do not check (not recommended)
Check for TLS certificate revocation using
7 Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocol (OCSP)
@) Both CRLs and OCSP
Advanced Security Settings

[] Enable the operating system's restricted environment (na)
[] Use certificates and keys in browser keystore

[¥] Enable blackiist revocation check

[¥] Enable caching password for authentication
[7] use s5L 2.0 compatible ClientHello format
¥ useTLS 1.0

[] Store user settings in the roaming profile
Place Java icon in system tray

(] Suppress sponsor offers when installing or updating Java
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Launch Firefox in a new window:

1) Navigate to the SPP website.

2) Java program will begin to run:

3) Message displays, click “Don’t Block”:

ULy  Block potentially unsafe components from being run?
Application: com.seagullsw.client.gui.GuiClient
lava has discovered application components that could indicate a security

concern. Contact the application vendor to ensure that it has not been tampered
with.

Block || Den'tBlock |

'\‘!',' The application contains beth signed and unsigned code,
Mere infermation

4) The Service Provider Portal login screen displays:

" [o]=E] =

=SANDIS

San Diego
Regional Center

San Diego Regional Center

FEQFLE WHQO LISTEN, SOLUTIONS THAT WORK

service
provider

5) Create a Bookmark for easy access to the SPP login screen.
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https://support.mozilla.org/t5/Learn-the-Basics-get-started/Create-bookmarks-to-save-your-favorite-webpages/ta-p/2363

